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Abstract—We consider the Application-Level Multicast (ALM)
for interactive applications. Such a system should (i) respct
stringent delay requirements, and proactively protect thesystem
against (ii) overlay node failures and (iii) the packet losses at the
IP layer. We achieve this as follows.

First, we define a metric called Vulnerability WV, based purely
on the topology of the ALM system. We prove that, under some
assumptions, W is equivalent to the average packet loss rate
observed at the destinations. This crucial observation atws us
to focus directly on minimizing W, which significantly simplifies
the problem.

Second, we note that¥V drops with the amount of |P-level
and overlay-level path diversity available in the system. Therefore,
we consider typical techniques to create a number of alterrtave
paths in ALM, such as adding redundant cross-links, or usinga
set of multiple distribution trees. We propose a framework hat
accommodates and generalizes these approaches.

Third, within this framework we optimize the structure of
ALM. In simulations on real Internet topologies, we find that
maximizing the overlay-path diversity (that roughly represents
the state of the art) may result in a poor IP-path diversity.
Therefore, we propose to include the IP topology in the objedve
function and to maximize both the overlay-level and IP-levepath
diversity at the same time. As a result, we proactively protet the
ALM system against overlay node failuresand IP losses, reducing
its Vulnerability WV (and thus the effective loss rate) by typically
30%-70%. Moreover, we develop a set of lower-bounds oV
and show that our approach is nearly optimal. Finally, we stuly
factors that naturally limit the available IP-path diversity, such
as the system size and maximal allowed redundancy.

I. INTRODUCTION AND RELATED WORK

lﬂ G) ‘Design an interactive ALM
system that is proactively
protected against overlay
node and IP link failures,
and satisfies strict delay
requirements and capacity

constraints.’
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Fig. 1. General problem illustration.

of the stream [11,14,15], which is a scalable and resource-
efficient approach [17].

In contrast,interactive ALM addresses applications such
as tele- and video-conference [12,16] or network multiptay
games [18,19]. These settings have specific features,reequi
ments and design challenges [16] very different from thdse o
regular ALM, as follows.

First, interactive ALM has vengtrict delay requirements
typically not exceeding a few hundreds of milliseconds.réhe
fore, it cannot rely on pull-based data distribution medtias,
as they result in unacceptable delays. Instead, the stream

Application-level multicast (ALM) has been a hot topicshould be quicklypushedthrough an organized structure such
in the last decade, which has resulted in numerous prots a delay-optimized tree [7,16,20,21] for an overview).
cols and systems, e.g., Chaining [1], Narada [2], Nice [3], Second, even if the total number of participants of a

HMTP [4], SplitStream [5], ZigZag [6], OMNI [7], Coop- teleconference is large, usually only a small group of them
Net [8,9], Promise [10], CoolStreaming [11], Active [12],interact directly [12,16,22] Similarly, in network multgyer
AnySee [13], Prime [14], PPLive [15]. These solutions can lgames, the players can be organized into small groups of
roughly divided into two groups: regular ALMs and interaeti interacting users who are close to each other in the virtual
ALMs. world [18]. Therefore, interactive applications are tygig of
Regular ALM or P2P streaming, focuses on the deliverg limited size ranging from a few to several tens of nodes.
of a high-quality data stream (e.g., a TV channel) from Third, reactive failure recovery schemes usually take too
a single source to a large number of destinations. As thisuch time to meet the target delay requirements of interacti
typically involves a one-way communication, the accemabpplications [23]. Instead, we should upeoactive failure
time lag is in the order of seconds or even minutes [14,1%rotection techniqueshat guarantee timely data delivery in
Consequently, when a node leaves the system, all nodles presence of most common failures.
connected to it have enough time to find another peer with theFinally, the main concern in regular ALM amverlay node
context, without pausing the stream playout. In other wordfilures due to the node departures (i.e., ‘node churn’). In
regular ALM can be effectively protected bgactivefailure interactive ALM, however, this problem is naturally limite
recovery techniques [6,16]. Moreover, some systems rely doe to the small number of peers and their commitment
pull-based techniques also during the regular dissenosimatito the application. In contrast, what can become a serious
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Fig. 2. Existing ALM approaches (a,b) and the goal of this kv@r) with v
respect to three factors critical in interactive ALM. TABLE |

impediment arepacket losses at the IP layeindeed, a lost BASIC NOTATION USED IN THIS PAPER

IP packet can be easily and automatically retransmitteteat
cost of larger delays allowed in regular ALM, but it mu_st b?opologies in Section VII. Finally, in Section VIl we conale
taken care of separately under the low-latency constraint. the paper.

To conclude, an interactive ALM system should (i) push
the data stream through a delay-constrained structure, and  Il. NOTATION AND PROBLEM FORMULATION
proactively protect the system against (ii) overlay nodleifas LONG

and (iii) IP link losses (see illustration in Fig. 1). We assume that there is one stream souscée.g., a
This problem has been only partially addressed to date. hggyyrer). The other nodes should get the stream reliabdy an
example, minimizing delays is the main goal in [7,12,16,2Q)ithin the delay deadline. The existence of one main source
As these solutions typically use failure protection that igt siream is typical of many interactive applications sustaa
reactive, they fall in the category (a) illustrated in Fig. 2 ejeconference [16]. This scenario can also be considered a

Another group of approaches, indicated by (b) in Fig. %asic building block of a reliable all-to-all multicast sgm.
are the ALM systems that exploit theverlay path diversity

combined with some redundancy codings [5,9,24]. This tesuf. Overlay layer and capacity constraints

in a good protection to overlay node failures and some| et s be the trafficsourcenode and letV* be a set of
(limited) protection to IP losses, but the strict delay doaist  destination nodesllustrated in Fig. 1. The sourcegenerates
is not among the primary concerns. source packetslestined to all nodes ifr*. The sources can
The objective of this paper is to satisfy simultaneously adlend the packets to any destination node(s) that may forward
three goals (i), (i) and (iii), which places us in the regi@ them to any other destination node(s); each such communi-
in Fig. 2. In order to achieve this, we leverage not only ogation link is interpreted as a directed overlay edyje F>.
the overlay path diversity, but also on the path diversity Denote byG* = (VN {s}, E*) the directed graph with all pos-
Indeed, the existence of multiple IP paths was successfuliihle overlay edge&™, |E}| = [V + |V ||V —1) = [V} 2.
exploited to fight IP losses in the context of the unicastylelan practice, we cannot usually use all the edgeginat the
constrained connection [25]-[27]. We find that if we take théame time because of the following capacity constraints.
underlying IP layer explicitly into account, we can usually First, every nodev has limited downlink and uplink ca-
maximizeboththe overlay-level and IP-level path diversity apacities. The latter is a critical factor in the construntiof
the same time. As a result we proactively protect the ALM|.M [34]. Therefore, we denote by,,..(v) the maximal
against overlay node failureand IP losses. Moreover, our gutgoing bandwidth of node normalized by the data stream
solution respects the strict delay constraints and usestbal rate. For exampleh,..(v) = 2.5 when the uplink capacity
available resources (i.e., nodes participating in theie@idn, of v is 1Mbit/s and the stream rate is 0.4Mbit/s. We refer to
and no ‘exterior’ relay nodes) and protocols (i.e., N0 seurghis system-specific feature &scal capacity constraint
routing). Second,global capacity constrainty,,.. is the maximal
Taking the topology of the underlying IP layer into accourdmount of redundancy we are allowed to introduce in theentir
proved to be effective also in related scenarios, such asngla system. For example,,,.., = 0.2 means that we can add up to
new overlay nodes within an ISP [28], choosing a good overl2p% of redundant traffic on top of the primary traffic (equal to
backup path [29]-[31], streaming from several sourcesr§)ee|V*| - stream_rate). This constraint is set (or relaxed) by the
to one receiver [10], or overlay routing [32,33]. application. Fixingy,,.. allows us to make a fair comparison
We formulate the problem in Section Il. Next, in Section llbetween various protection schemes.
we present a simple topology-based version of the problem,
and prove that under some conditions the two formulatiofs 'P 1ayer
are equivalent. In Sections IV-VI, we discuss the technique The overlay is built on top of the underlying IP layer (see
objective functions and heuristics that introduce patlediity Fig. 1). To avoid confusion, we usé’ (‘physical’) to denote
and redundancy in the system, leading to good solutions I18f elements andX’ (‘logical’) for overlay elements. Every

tour problem. We evaluate our approach on real-life Internet



overlay edge* = (v,u) in E* defines a unicast path in theand IP link. This quickly gets very complicated and dependen

underlying IP layer. It is a sequence of IP Iin&%’,e‘é’, ...) on a myriad of heterogenous elements.

that can be discovered by running a traceroute fraimu. We For this reason, in this section we define a problem P2 that

call this path amappingof edgee® and denote byl/(¢*) or is based purely on thtopological aspects of the system. P2

M (v,u). Finally, E? is the set of all IP links that can possiblyunifies all these elements under one homogenous framework,

be used by our overlay, i.eF? = | M(eY). making it much easier to handle. Moreover, we formally link
Clearly, we have no control over the IP layer topolagy the two problems - we show that, under some conditions, P1

and over the mappind/, which we therefore consider as fixedand P2 are equivalent.

and given. In contrast, we have full control over the overla

layer. . Problem P2
Let us begin with the following definition:
C. Packet losses Definition 1 (Critical component§™ (v) and C%(v)): We

We consider overlay node failures and IP link failures. Asay that a network componente E¢(JV*\ {v} is critical
overlay node failurds usually a departure of a nodec V* for an overlay noder € V*, if during a single and permanent
from the application, with no prior naotification. Clearlyl al failure of z, the source packets are not delivered awithin
packets that were scheduled to be forwardedvbgre lost time ¢,,..(v). Denote byC*(v) C V*\ {v} the set of all
until the system adapts to the new situation. critical overlay nodes of, and byC?(v) C E? the set of all

An IP link failure is usually caused by traffic congestiongritical IP links of v.
which results in the loss of one or a burst of packets [35]. Consider the example in Fig. 3a. The sets of critical nodes
As these problems are typically short-lived, they are oftesf v andu are, respectivelyC* (v) = {u} and C*(u) =0, re-
classified as ‘soft failures’, to stress the difference froward spectively. (Note that by definition, soureés not included in
failures’ (e.g., a cut of the IP link); we use the single-worthese sets.) Similarly, the sets of critical IP links of #nesdes
term ‘failure’ for simplicity. are C?(v) = {a®,b%,c?,d?,e?} and C?(u) = {a®,b?,?},

respectively. However, adding one more active link to the
D. Maximal allowed timét ... (v) and average loss rate  gyerlay topology as shown in Fig. 3b greatly changes the

We say that a source packeis deliveredat a destination  situation of node. Indeed, now no single overlay node failure
wheni (or its copy) reaches or i is reconstructed at from or physical link failure can disconneet from s and thus
other packets that were successfully delivered. ,gt,(v) C*(v)=C?(v)=0.
be the maximal delay acceptable (by the application) betwee We can now define the metric that captures the system
the creation of a source packet and its delivery at noaelnerability to single physical and overlay failures.

v € V*. This delay is composed purely of the propagation Definition 2 (VulnerabilitypV*, W® and W): We  define
times at the IP layer - the processing delays at the overlthe logical VulnerabilityV* (to overlay node failures) and
nodes are ignored as they are very small (less than 1ms) filee physical Vulnerability/? (to IP link failures) as
non-overloaded nodes and when high priority forwarding is 1 1

used [36].tmas(v) May be the same for all nodes, or not. W = & Z |CM(v)], W? = R Z |C?(v)).
Denote byr(v) the source packet loss rate observed at node vEVA veEVH

i.e.,_th_e probability that_a source packetrist delive_red at e average these two vulnerabilities in a single metiic

v within time ¢,,,..(v). Finally, 7 = ﬁ > v T(v) is the

source packet loss rate averaged over all traffic destimatio W) =n-W*+(1—n)-W?, (1)

E. General problem formulation: Problem P1 for some averaging coefficierit < n < 1 that weights the
relative contributions oA and W?.

Now we can state the general problem as follows: o _
VulnerabilitiesW* andW? are determined by the topology

P1: Given capacity and delay constrairf. (v), ¥, tma (v) } T A \
for v € VU{s}, design an ALM system that minimizes thof the ALM. For example, in Fig. 33, we haue” =1/|V7|

fcontributed by node) andW? = (3+3+5)/|V}|=11/[V*|.
average source packe_t loss rateinder the presence of OVerlayAdding one active overlay link (as in Fig. 3b) creates anralte
node failures and IP link losses.

native path betwees and v, which decreases vulnerabilities

In other words, we maximize the robustness of ALM tgo ) =0 andW?=6/|V*|, respectively. This also hints that
overlay node and IP link failures, while satisfying strielay 1\* and? are not independent.

requirements and capacity constraints (see Fig. 1). Vulnerability metrics capture the path diversity in the -sys

lIl. TOPOLOGY-BASED FORMULATION: PROBLEM P2 tem, which can be interpreted as follows:
SmallW* < High overlay-path diversity.

Our primary goal is to solve P1. However, to evaluate the SmallW® <  High IP-path diversity,

average source packet loss ratave have to specify not only
the capacity and delay constraints, but also the packet ldagnerability W(n) is designed to jointly capture the IP losses
model together with all loss parameters for every overlagenoand overlay node failures, by weighting® and W¢ with a



parameter;. Therefore, we define the Problem P2 as follows: V. PROTECTION TECHNIQUES

So far we have defined a meaningful metrig(n) that we
P2 Given capacity and delay constraints,.. (v), v, tme:(v)}  Want to minimize, but we have not said how to achieve this in
for v € VU{s}, design an ALM system that minimizegpractice. In this section we discuss four protection teghes

Vulnerability W(n) for a given parameter). that allow us to introduce the path diversity and redundancy
in the system, and, as a result, to optimiz&n). Please refer
B. Equivalence of P1 and P2 to Fig. 3 for examples of each technique.

In order to link P1 and P2, we make two assumptiors. SingleTree (Fig. 3a)
on the loss model, A1 and A2. They can be considered asThe first technique is only used as a reference point with
first order approximations of the reality. First, as we hawstrictly no redundancy { = 0), i.e., a directed tre€?} =
no prior knowledge of the failure probabilities of partiaul (V*U{s}, B} C E*), |E}| = |V?|, rooted at the source.
components, we assume that This straightforward ALM solution was used e.g., in [2]-44,

Al: Every overlay node € V* fails with the same probability 712,16,20]. Check [21] for a review and comparison. Most of
0<p* <1, independently of other elements. Every IP lifik these papers propose some heuristics to minimize the averag

E¢ fails with the same probability < p? < 1, independently OF maximal end-to-end propagation time, as this problem is i
of other network components. general NP-complete [7,20]. We refer to this basic techamiqu

as Singlelree.
Second, we assume that mglelree

A2: Failures are persistent, i.e., a source packeand all B. SingleGraph (Fig. 3b)

its duplicates and derivatives observe the same state of eve |N€ obvious problem wittbingleTree is that it does not
network component. provide any proactive protection - any single failure aleay

affects all nodes located downstream of the failing element
One way of increasing its resilience is to use a distribution
ﬁzreaph G} = (V*u{s}, B} € E) with more edges than

This is a natural assumption for overlay node failures, ag th
are typically long-lasting (e.qg., leaving the system). Btorer,

A2 roughly captures the bursty nature of losses at IP links cessaryi.e., with 2| > |V|. All edgesE> actively for-

today's Internet [35]. Indeed, A2 assumes ideal, ‘all Orelﬂonward all the packets resulting in a number of alternativépat

type of bursts. This simplifies _the aspects .Of _time \_/arigbili leading to destination nodes. The redundancy of this syiem
a_nd a_llows us _to focus _epr|C|tIy on achieving high patf% = (B} — [V*))/|V?*| = R/|V?|, whereR = |E}|—|V?| is
diversity, which is our main goal.

the number of redundancy edges, i.e., the maximal number of
Now we can state the following theorem: edges without which the necessary traffic can be still dedite
Theorem 1 (Equivalence of P1 and P2): How can we construct a good gragh? One method is
Given Assumptions A1-A2, we have that an incremental design starting fromSngleTree topology,

~ 1 12 2 to which a number of ‘cross-edges’ are added, as e.g., in
r=a W) + O('[ED* + " [V)?), (@ pRrM [24], TMesh [37], HBM [38] and in [39]. Instead,
we propose to construat? starting from scratch, which
clearly gives us more freedom and potentially leads to a&bett
o= +p* —2M%) - (1 — ]f\)\V*\—l(l _p¢)\E¢\—1 performance. We call this general approathgleGraph.

C. MultiTree (Fig. 3c)

Another technique to introduce redundancy in the system is
= P (1-p?) 3) coding. In particular, we consider a non-systematic Fodwar
P+ p? — 2pp? Error Correction FECh, k) scheme where each source packet
is encoded as one FEC blockopackets, calle@EC packets.
The total size of the FEC block is/k times larger than the

As the overall failure probability in the Internet is verymo original source packet, so the introduced redundancy is
(implying small p?) and the interactive ALMs are usually(n—k)/k. If k or more FEC packets are received within time
small, stable systems (implying smdlE?|, |E*| and p*), t,,..(v) at destinationv, then the original source packet is
the termO((p?|E?|)? + (p*|V*])?) is negligible in practice. reconstructed and delivered; otherwise it is lost. In orer
Indeed, this term captures the probability of having mistip benefit from the available path diversity, we construct a set
failures; if we additionally assume that at most one failuréi}, ..., G} of n trees, and disseminate thid FEC packet
occurs at a time, then (2) boils down to precisely o/ - W.  over theith treeG?}. We refer to this technique ag ultiTree.

An immediate corollary of Theorem 1 is that, given Al- Multiple trees were first used together in ALM systems
A2, minimizing the average loss rateis (almost) equivalent such as CoopNet [8,9] and SplitStream [5]. These systems use
to minimizing Vulnerability)V(n) with n set as shown in (3). Multiple Description Coding (MDC) instead of FEC. But they
Therefore, from now on we focus explicitly on Vulnerabilityshare the same general principle - exploiting path divwetsjt
and on solving P2 rather than P1. disseminating encoded packets over different trees.

for a system-specific constant

and the parametef equal to

Proof: See Appendix.
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Finally, we propose to combineMultiTree and |S™mdleTreee | n=k=1 |E§| |Vk‘ \E*\O\V*\
. - . . . 5 — e — 11—
SingleGraph by making at least one of the distribution|SngleGraph|n=k=1 |Ex] > [V &
. ; | T/ . n—
graphs denser than a tree, i.e.> 1 and |E}| > [V*| for | MultiTree |n>k=1| |E}[=[V3[forall 1<i<n | 5=
at least onei,1 < i < n.! Under this technique, called | MultiGraph |n>k>1||E} >|V?*| for at least one %—1
MultiGraph, the number of edges needed to carry the TABLE Il

necessary traffic (with no redundancy) is equaktoV?*| (k
trees). So every edge in the system carries fradtjdh - |V |)
of the necessary traffic. Thus the system redundanisy

:Z?:1|E?|_1_ n—k R

FOUR PROTECTION TECHNIQUES WITHIN THEG® FRAMEWORK.

overlay graphsG? = (VAU {s},E} C B, |E}) > |V

for every 1 < ¢ < n. We show in Table Il that all four
k- [V - Tk ma protection techniques described above are some specis cas
) ~ of the general frameworiG*.

where 2 is the total nuTber (;f redAundancy edges in al Feasibility. We say that the se&* is feasibleif both local
distribution graphsR = 3.~ , (||~ [V?]). and global capacity constraints are satisfied, and if inyever

To the best of our knowledge, no technique equivalent gaphG?, every nodey € V* is reachable frons within time
MultiGraph has been studied to date. In the Appendix Wg . (v). Naturally, for every protection technique we require
demonstrate on a concrete example the following: that it yields a feasible topologg*.

Observation 1 (Each protection technique may be best):  critical components. In order to evaluate Vulnerabil-
Consider a source, a set VA of destinations and someiyy, 1y (;), we need a way to assess if a network component is
fixed redundancyy,., > 0. Depending on the underlying critical in the system (see Def. 1,2). In our framew@R, it
IP topology, each of the three protection techniqugs simple and well defined. To achieve this, we will say that a
(SingleGraph, MultiTree and MultiGraph) may alone penyork component (overlay node or IP link) is critical for
lead to the smallest vulnerability?. a nodev € V* in a separate distribution grapli} € G* if
every path froms to v in G? shorter thart, ... (v) traverses.

) , Now, a network component is critical for v € V* in the
Let us now introduce a common notation that accommg;,iire systemG> if  is critical for v in more thann — k&

dates all the above redundancy techniques_. By Conventien'&\fstribution graphs?). Indeed, during the failure of such a
say that our system f;llways uses REG:) with n > k > 1. comnonentr, more thann— k FEC packets do not reach
Denote byG* = {G73,...,G,} a set ofn dissemination making the FEC recovery impossible.

For example, in Fig. 3c, the IP link¢ is critical for nodeu
in two distribution graphst} (plain lines) andG% (dotted

E. A common framewor?

INote that according to this definition neitheSingleGraph nor
MultiTree is a MultiGraph.



lines). As2 > n—k = 1, we know thatc? is critical for u in VI. CONSTRUCTING A GOOD TOPOLOGYG?

. N ¢ &
the entire systen@”, i.e., ¢ € C%(u), In the previous two sections we specified our protection

techniques and objective functions. The last step is to fied t
actual topologyG* that minimizes the objective function (4)
Recall that our goal is solving the problem P2, i.e., findingnder one of the protection techniques described in Sebiion
a feasible topology* that minimizes the vulnerabilityV(n). Unfortunately, finding the optimalG* is an NP-complete
To the best of our knowledge, this general problem has rgtoblem. Indeed, already finding a feasible topol@gy with
been addressed to date. Therefore, there is no prior wotk tha=k=1, v=0 and fixedb,,,,. (v) for somet,, ... is equivalent
we can directly compare with. However, many works addres the ‘minimum maximume-latency degree-bounded directed
simplified versions of P2, which amount to replad&n) by spanning tree problem’ [7,42] shown to be NP-complete.
another functionX . We distinguish three general categories of The problem complexity makes the computation of the
these objective functions: RAND, 1-LAYER and 2-LAYER, a®ptimal solutions untractable for more than a few nodes.

V. OBJECTIVE FUNCTIONS

follows. Therefore, we use aimulated annealindheuristic to opti-
mize the topology ofG*. The input dataare the full graph
A. RAND (reference point) G = (V*u{s}, B)) with propagation delays for every

link, the mappingM, FEC parameters, k, local and global

guaranteeing its feasibility. Other than that, no efforiniade _ca_\pacity constraintf and maximal del‘w@“(”)' As the
to minimize W(n). This simple approach was used togethé'f"t'al topology of G we take a set of different connected
with SingleGraph e.g., in PRM [24] where the additional™@"dom graphs with the total number of edges equal to

Under RAND, we select the topology 68 at random, only

cross-links were randomly added to the distribution tree. | n n—Fk

the context ofM ultiTree the examples are CoopNet [8], and Z 1B} = [V (1 + Ymaz — p )] %)
the RMF scheme in [40]. RAND also serves as a reference i=1

point for other solutions. This guarantees that the global capacity constraint, is

satisfied and maximally exploited. At every iteration we add

B. 1-LAYER  (state of the ari) delete or rewire one or more edges, always preserving (5).

In contrast, 1-LAYER optimizes the overlay topology*, In particular, we allow for the following topology change
but ignores the knowledge of the underlying IP lay@here- operations orG*:
fore, under 1-LAYER we directly minimize the logical vulrer 1) ‘Rewire source’: in one of the distribution graplig
ability YW only. This should result in some level of IP path change a randomly chosen overlay edde= (v, w)
diversity too, but we have no direct control over the phylsica  into ¢* « (vy, w), wherew, is picked at random.
vulnerability W?. The 1-LAYER objective function captures 2) ‘Rewire target': like ‘Rewire Source’, but changes=

many existing solutions. UndétingleGraph, maximizing the (v,wy) into & « (v, ws).
overlay path diversity is one of the main goals in [38,39,41] 3) ‘Rewire pair’: change a randomly chosen overlay pair
Similarly, for MultiTree a set of node-disjoint trees is of edgese} = (vi,w1) and ey = (v, ws) iNto & «—

constructed in SplitStream [5], and in [9,40]. Thus 1-LAYER (v1,ws) anded — (vg,vy).
corresponds to the state of the art, with the addition ofiatstr-l-he heuristic minimizes the value of (defined in (4))
delay constraint that we consider here, contrary to the worgnd returns the topologg

ioned ab corresponding to the smallest
mentioned above. found X

In the Appendix we describe two techniques we used

C. 2-LAYER  (our proposal) to significantly speed-up the heuristic. First, we propose a
Finally, under 2-LAYER we propose to tabeththe overlay Bellman-Ford-based algorithm that efficiently finds theicai

and the IP layer into account. This additional informationomponents and calculates Vulnerability. Second, we give

allows us to directly minimize the entire Vulnerabiliy(n) a useful theorem that allows us to evaluate the effect of a

for any 0 <n < 1. To the best of our knowledge no ALM topology change without actually recalculatiig.

technique that falls in this category has been proposedtt da

One of the goals of this paper is to study the gain of 2-LAYER. Lower-bounds omV* and W?

over 1-LAYER. In order to evaluate the performance of this heuristic and
To conclude, within a given protection techniquget some insight into the problem, we derive a number of
(SingleGraph, MultiTree, MultiGraph), we minimize lower-bounds on vulnerabilitie¥)* and W?. The first one
0 under RAND is caIIedC_'ompleteGmph; it is a simple, gt_—zn_eral and rather
N conservative lower-bound ow?. The remaining bounds are
X =< W' under 1-LAYER , (4) . . . : - .
W under 2-LAYER specifically dedicated to given protection techniques.drtip-
ular, we deriveSingleGraph/SingleTree lower-bounds on
subject to the feasibility oG*. WX andW?, and aMultiTree lower-bound on?.



SingleGraph o MultiTree o MultiGraph

the vulnerability W(n) = nW* + (1 —n)W?, which clearly
> s s s depends on.
\_ In Fig. 4 we studyW(n) minimized by our heuristic, as
120 e :’0 o ]20 v a function of7. We also present the vulnerabilitié$? and
o W of the resulting topologyG?, which leads us to the first
e ] s ] conclusion C1:
of = 1 of = 1ol - I CI: For a wide range) <n <1 (but not forn = 0 nor n = 1)
1 I 1 under 2-LAYER, both* and W¢ are minimized at the same
é 0.5% 0.5 0.5 tlme
S L To support C1, we consider three casgs=0, n =1 and
% 03 1% 03 % 03 1 0<mn<1. Forp=0, the equation (1) boils down bV =
N N N W?, meaning that we maximize the IP path diversity only.

Fig. 4. VulnerabilityW(n) under 2-LAYER, as a function of the weighting Naturally, this results in the smallest value of the phy{sica
parametern (top). Below we show physical Vulnerabilitgy? (middle)

and overlay Vulnerability)\* (bottom) of the resulting topologG*. We VUInerabi”ty W?. However, the _O_V3r|a_y pf'ﬂh_ (_jiverSity is not
simulatedn € {0,0.05,0.95, 1}, averaged over 1000 random subsets of theptimized: the overlay vulnerabilityy* is significantly larger

DIMES data set withV*| =10, Yimas =0.5 andbmaz (v) =2. for n=0than forp>0. Analogously, for;=1 we havely =

As these lower bounds are tedious to derive, we mov&¥ » Which results in minimal\*, but clearly suboptimaV?.
their presentation to the Appendix. However, they lead us to!n contrast, for a wide range<7 <1, we observe a plateau

important observations that we describe in the next sectiorf minimal values of both/* and W?. This means that the
algorithm usually finds a topolog®%* that minimizes both

VII. SIMULATION RESULTS WX andW? at the same time, and thus suits any choice.of
This is important, because in practice, we always have some

non-zero probability of a node failugg >0 or IP lossp? >0,
We collected the all-to-all traceroutes betwe#t nodes \hich, combined with (3), places us in the regime n< 1.

participating in the DIMES project [43]. These nodes arfioreover, the exact value of (which might be difficult to

to obtain a dense and representative data set, we kept ol results obtained for = 0.5, which represents well the
those nodes that were active throughout the entire expatimgntire range0 <7< 1.

and have different geographical locations. We also diszhrd .

the unsuccessful traceroutes (that did not reach the agigtin - Detailed results fol0 <7 <1

or have some unknown hops) and excluded the access link¥Ve present two types of results. First, in Fig. 5, under each

from the remaining traceroutes. The resulting data setisesnsof the four protection techniques we compare the vulnerabil

of 107 nodes and about 90% of al07 x 106 possible ities yielded by the heuristic, lower-bounds, atte optimal

traceroutes. topology G*. We find the optimal topology by running an
We also conducted an analogous set of experiments &haustive search with some obvious and more sophisticated

PlanetLab [44] and obtained results similar to those of D8VIE pruning, which allowed us to fully study the overlays of up

to 6 nodes in a reasonable time. Next, in Fig. 6 we present
B. Settingtimax the heuristic results obtained for larger systems. We dreaw t

The minimal propagation delays that the system can achié@owing conclusions C2-C6.
strongly depend on the choice of souscand destinations®. C2: 1-LAYER outperforms RAND
Therefore, fixingt,... across all simulation runs would beRecall that 1-LAYER directly minimizes the overlay vulner-
difficult to interpret. Instead, we decided to choosg,, ability W?, whereas RAND guarantees the feasibility @t
for every setV*uU{s} separately, by allowing for slightly only. Therefore, it is not surprising that 1-LAYER results i
more time than strictly necessary. In particular, we use thalues of¥W* significantly smaller than RAND. In particular,
CPT centralized heuristic [20] to find the (approximated)nder MuitiTree we achieveW* ~ 0. Interestingly, the
propagation delayt,,;, to the farthest destination in thephysical vulnerability)V? also benefits under 1-LAYER, re-
delay optimizedSingleTree. If not stated otherwise, we setsulting in a decrease of 10%-50% (depending on the protectio
tmaz (V) = tmin+50ms for every destination. technique).

C3: 2-LAYER outperforms 1-LAYER

More importantly, when moving from 1-LAYER to 2-LAYER
Our first goal is to understand how different values afle observe a further substantial decreaselift, ranging

the weighting parametey affect the optimized topolog@*. from 30% to 70%. This is especially well pronounced in

This study does not concern RAND and 1-LAYER, becauskarger systems (see Fig. 6). In contrast) remains practically

according to (4), these two objective functions are indegeh unchanged. This is not surprising, because minimiiviy is

of n. In contrast, under 2-LAYER, the objective is to minimizeexactly the objective of 1-LAYER.

A. Data sets

C. VulnerabilityWV(n) and topologyG* as a function ofy.
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0 tngres ree g erap unoree wrerap Fig. 6. Vulnerability W* and W in different settings for varying number
< of destination node$V*| = 5...20. We fiX ymaz = 0.5, bmas = 2 and
§ the regime0 < n < 1. We use three protection techniquesingleGraph,

MultiTree with FEC(3, 2), and MultiGraph with FEC(4, 3). For clarity,
0.5/ we do not show theSingleT'ree results, as they do not fit in the current
scale. For the same reasons we do not show the RAND resul&énjoof the

techniques. The results are averaged over 1000 differésitoseV>* U {s}|
Fig. 5. Vulnerability W¢ (top) and W (bottom) under each of the four Nodes chosen at random from the DIMES data set.

protection techniques, in a small system with< n < 1. We compare the
optimal topology (‘Optimal’) with heuristic-based solotis (RAND, 1- and
2-LAYER) and the lower-bounds. We randomly chod3é* U {s}| = 6
nodes in the DIMES data set, and se£ 0.5, bynax =2. We use FEC(3,2)
in MultiTree and FEC(4,3) inMult:Graph. The results are averaged
over 200 different sets of nodes. The pie-chart shows hoenadt given
protection technique results in the smallg$¥ (out of all techniques). We = (2]
discard here the cases where more than one technique leadsitoal W?. 1 T R 1 =% i %0

C4: MultiTree is in general the best protection technique. DestinationsV|

Consider first the overlay vulnerabilitp*. We observe that z;%u;in b'\/"nimal VU('gE(;Ei‘")tyaK\j’t as a functi;)aeogassﬁgﬁ;u?\iéﬁ/i;Iihe

Mu.ltiTree and MultiGraph usually lead oW = 0 (Wl_th . Comple?eé’n:;ph Ico)\(/)ver_bound, ie., :ﬁjzlly cgr?ﬁecteﬂmgleGmph where

a slight advantage a#/ultiTree). Indeed, to achieve this, it all destinations actively forward the source packets tootier destinations.

is enough to guarantee that every destination serves aaya ré&he remaining (plain) curves ard uitiTree lower bounds for three different

in at mostn— k distribution graphs. values ofymaz. The results are averaged over 1000 sets of overlay nodes.
Moreover, according to the pie-chart in Fig. BultiTree - e.g., in Fig. 6 the curves decline with growinig®| (except

usually achieves the smallest physical vulnerabilit out SingleGraph). This phenomenon can be easily explained.

of all three protection techniques. To conclude, 2-LAYERvith one source and one destinatiofyX| = 1) we have

MultiTree is a good and practical choice for protecting ano choice but to send the traffic directly to this destingtion

SS]

o N N O O

Vulnerability W¢

interactive ALM. resulting in virtually no path diversity. But with growing™|,
C5: Nearly optimal results can be achieved already by a simpfeée obtain more and more means to exploit the underlying IP
heuristic path diversity.

Recall that in Fig. 5 we show (among others) the optimal Second, the effective IP-level path diversity is limited by
results. Interestingly, for all protection techniques thsults the maximal redundancy,,... In Fig. 7 we showMultiTree
obtained by our heuristic under 2-LAYER are nearly optimalower-bounds for three different values f,.... For example,
Similarly, in Fig. 6, most 2-LAYER results closely approactior v = 0.2 we haveW? ~ 4 even for largelV*|, which is
the corresponding lower-bounds. This means that we do match more than roughlyV? ~ 0 for the same setting with
need any sophisticated and dedicated techniques to find/a ver= co.

good topologyG*. On the contrary, a simple general-purpose

heuristic (simulated annealing in our case) is sufficient. VIII. CONCLUSION AND FUTURE WORK
C6: The IP-path diversity is limited by the system sik@| Given the stringent delay requirements and capacity con-
and redundancyy,, .. straints of the interactive ALM, it is (usually) still posée to

It is relatively easy to achieve a very high overlay-levelhpa create a system with a high path diversitybath the overlay
diversity. In particular,MultiTree usually reaches a zeroand the IP layer. This results in a good protection against
logical vulnerabilityW* =0 (see the discussion in C4). overlay node failuresind IP losses. However, such a system
In contrast, there exist a number of factors that prevent skould be carefully designed. It is not sufficient to maximiz
from achieving a high IP-level path diversity, i.e., thaivky- the overlay path diversity, as it does not automaticallyrojzie
bound the physical vulnerabilit?. First,)V* decreases with the IP layer. Therefore, we should take into account not only
increasing system siz@”|. This is clearly visible in Fig. 7. the overlay-level information, but also the actual mappifig
We can also observe this tendency in more constrainedgettithe overlay links on the IP layer. As a result, for real Intdrn



topologies we reduce the system’s physical Vulnerabliity

by typically 30%-70%, while keeping the logical Vulnerabil
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APPENDIXA: PROOFS

Proof of Theorem 1 [Equivalence of P1 and P2]:

Denote byP(Y") the probability that all components (IP links
and overlay nodes) in a sét C VAUE? fail, and no other
component fails. Recall that each overlay node fails indepe
dently with probabilityp* and each IP link fails independently
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with probability p?. Thus the probability of no failure is edges), (ii)MultiTree with FEC(3,2) or (iii) MultiGraph
T W 7 DN 1 P O with FEC(4,3) and 2 redundancy edges. Values:dfigher
PY=0) = (1=p)"(A=p")"1 = (1=p)A=")B.  than 4 do not make sense becaisd| — 4.
where3 = (1—p")V'=1(1—p#)E%-1, The probabilities of a  Consider now the setting presented in Fig. 8. We will show
single failure of an overlay node’ and of an IP linke? are that the three possible underlying IP topologies in (a),afiJ

B 8 s (c), the unique optimal protection techniques afeltiTree,
P{v}) =p*(1-p")8  and  P({e"}) =p'(1-p")5 MultiGraph and SingleGraph, respectively

Hence the probability?(|Y|=1) of exactly one failure is For the IP topology as shown in Fig. 8&ultiTree with
. 5 s FEC(3,2) and topologyG* as shown achieveB/? = 0. In
P(lY|=1) = 5([‘/ Ip*(1-p%) + |E9p (1—p’\))- contrast,SingleGraph with two redundancy edges must leave

Let F,(Y') be the indicator function returning 1 when a sourcté’v0 destinations unprotected (with in-degree equal to djite

. o . . .
packet isnot delivered at node within ¢,,,.(v) due to the |nvger|n ;/\\jerlz Or;ofjlga:;lgﬁtlrjiEggé\/[tgiitﬁ:ﬁ%!?t? FI(E)C\E\A/li’tﬁ)
failure of Y, and O otherwise. For instance, if exactly one Ve y v) > 0.

.  fai S1) ..~ only two redundancy links at our disposal we must leave at
link ¢ fails then 7, ({e”}) = 1eoece(w))- NOW We can wiite . o destinations withV? (v) > 0, resulting inW? > 0

r(v) = P(packet isnot delivered at within t,,,(v)) = Let us now move to Fig. 8b. For this IP topology
— Z E,YV)P(Y) = Z E,(Y)P(Y) + R, = MultiGraph with FEC(4,3) achievesV? = 0 with the
all Y CVAUE® (v v |=1} presented topology (note two redundant edges in two of the

trees). As beforeSingleGraph is limited to W¢ > 0. And
_ / / (o) 1) _
= ZF“({” DE({v'}) + ZF”({G HDE(e”}) + Ry = clearly, underMultiTree with FEC(3,2) we always have

ver: PEES W?(u) > 0 and thusiWw? > 0.

=p (198> _Fu(f}) +p°(1—p")BD F.(fe?}) + Ru = Finally, in Fig. 8¢, SingleGraph achievesw? = 2 with
v’ €VA e?€E? the presented3*. In contrast, for every destination under
=p(1-p")B-|C* )| + p?(1—pN)B-|C?(W)| + R, =  MultiTree with FEC(3,2) we haveV?(v) = 2 and thus
¢ = 8. MultiGraph with FEC(4,3) every destination

= Bed —n)-lC? 6 WV D ' y

a(” @)+ (A=m)-|C (v)|) +AR“’¢ © must contribute at leasty?(v) > 1, unless reinforced with

wherea = (p* +p? —2p™p?)3 andn = %. 2 or more redundancy edges. As we have only 2 redundancy

edges at our disposalfultiGraph results inV? > 3.
The remainder?, in (6) can be upper-bounded as follows:

R, = > ROPY) £ Y RY) = 1-PB(Y[<1) =
{Y: |Y|>1} {Y: |Y|>1}
=1 3(a-M ) + PR + ) = - _
:176(1+p¢(w¢‘71)+p)\(“/)\‘71)7p¢p)\(lv>\‘ +1E¢|*1)> - Vull?metrhe:?)ili)e/?/t:/?;? we derive a number of lower-bounds on
< 1= (141 + P (V)= = o (V-1 (B -1)) =
= 1-8(142) < 1-(1-2)(1+2) = 2* = O IE)? + (W W)?),
where

7) APPENDIXB: LOWER BOUNDS

A. Simple lower-bound on?

Denote by E™(v) C E* (resp., andE°“t(v) C E\) the
sets of all edges incoming to (resp., outgoing from) node
Z = p*(E1-1) +p (VN-1) = p"p (VN -1)(E1-1),  V*U{s} in the complete grapli. Our basic component in
the construction of a lower-bound is the g&4..(v) C E? of

and where we usefl — p)* > 1 — to lower-bound3 b - . .
a-p)*= b ds by effective access linksf nodewv, defined as

Bz 1-p(VI-1))A-p(E9-1) = 1-Z.

ﬂ M(e) forv=s
Finally, combining (6) and (7) we obtain

Bl (v) = “C T
Fo= ﬁz’“@): ﬂ M) forveV?
vEVA ereEin(v)
1
= % (772|C*(v)| + (1—71)Z|C¢(U)‘) T > R,= Inother words[Eg,.(v) is the set of IP links that are traversed
veEVA veVA veVA by everylP path incoming ta (or outgoing froms if v = s).
@ i A
—a-W + O((pﬂE‘ﬂ)z + (Zf\lvx\|)2)' m 'he setsEf, (v) depend on the choice 6f* U {s}.

_ . _ As any path froms to v € V*» must always traverse all
Proof of Observation 1 [Each protection technique may bethe effective access links afandv, the minimal contribution

best]: W?(v) to vulnerabilityW? of each destination node is
First note thaty = 0.5 and |[V*| = 4 allow us to use

(i) SingleGraph with |E}| = 6 edges (i.e., 2 redundancy WP (v) > |ES. (s)| + | EZ..(v)], (8)
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a) MultiTree b) MultiGraph c) SingleGraph

G G Q—\
%O
Z_~»O
M M [ M
/O
©)
o0—O
G? (] o) G? [ ]
O
0 O o
O o ©O
@ sources O destinationv € V* IP nodev? - four different distribution graph&?, G5, G3, G}

Fig. 8. The absolute and relative effectiveness ofShegleGraph, MultiTree and MultiGraph strongly depends on the underlying IP topology. In this
toy example we have one soure@nd |[V*| = 4 destinations. For each of the three possible underlyingpBlogies we find the optimal protection technique
and topologyG?, assumingy = 0.5, no local capacity constraints amg,q = co. These techniques aflultiTree, MultiGraph and SingleGraph

for (a), (b) and (c), respectively.

which gives us the following simple lower-bound on VulnerwhereV* C V* is the set ofa = |y - [V?|] destinations with
ability We: the smallest gaing(v) = ming ¢ pin(y) |M(e*)\ ES..(s)| —

| Egec(v)].
W = VB + D |EL.(w)].  (9) _
vEVA Proof of Theorem 2[SingleGraph lower-bound fornA?]:

Let G* = {G}}, &) = (VA U{s}, B} C EBY), |E}| > |V be

B. CompleteGraph lower-bound onV? a system that uses theingleGraph technique. Consider the
inimal contributionV? (v) of each destination nodec V>
when the protection is provided by allowing for additional
links. It depends on the in-degréedeg; (v) of v in G}. If
indegi(v) > 2 then we reuse the bound (8). In contrast, if
indegy(v) = 1 then we know that any path fromto v must
always traverse all the effective access linkssadnd all IP
links in the mapping of its incoming overlay edge. We
can thus lower-boundV?(v) by taking the edge* with the

Another approach is to relax all capacity constramtgn
set t,ae = oo, and compute Vulnerabilityy? under
SingleGraph with G} = G*, i.e., the distribution (complete)
graph that contains aII the possible edges. Clearly, tiolsajly
lower-bounds/V?; we refer to this ag’ompleteGraph lower-
bound.

C. SingleGraph (and SingleTree) lower-bound on/V?

shortest mapping/ (e"), i.e., if indeg; (v ) =1 then
The bounds given above are general, but usually poor. InW¢ > MM\ E? 11
contrast, it is possible to derive bounds that are betterresu ) Pacels)| + *emlz];l | aee(®)]- - (11)
stricted to the chosen prptection technique. FotgleGraph (Note that we exclud&?__(s) from M (¢*) to avoid a potential
we can prove the following: . double counting of the effective access links ©€f The
Theorem 2 §ingleGraph lower-bound for/V?): For bound (11) is equal or higher than that in (8). Therefore, in
SingleGraph protection technique we have order to find the minimalV* we must consider the maximal
" 5 possible numbet of nodes withindeg, (v) > 1. By the global
We = VA B ()] + Z | e constraint, there are at mosy - |V*|| redundancy edges in
vevs the system. As each of them increases the in-degree of one

+ Z min \M Y\ E..(s)|, (10) destination by 1, the maximal number of destinations with
VEVI\V aepml) indegi(v) > Lisa= [y [V}|].
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Which « destination nodes should we assign witthe direct pathM (s, v), i.e., to | 1|M(s,v)|]. This, together
indeg;(v) > 1? Again, as we minimiz&V?, we must match with the convention thag(v, i) = oo for all i larger than the
indegi(v) > 1 with a setV} C V* of a destinations with the shortest route incoming te, allows us to write
smallest gains L

L31M(s,0)])

g(v) = [ min M)\ Elee(s)] — [Eoee(v) W) = D Yajatsinsn—iy + LTa/atwi]>n—k}
i=1

due to the existence of more than one incoming edge. ] ) o (13)

To conclude, for the nodes i we use the bound (8) ang\Wve oﬁ)taln .(12)_ py summing (13) for all destination nodes
for all other destinations we use (11); this results in thalfin? € V", which finishes the prove of Theorem 3. [
formula (10) for the lower-bound oW given in Theorem 2 , , N
that we were to prove. E. SingleGraph (and SingleTree) lower-bound onV

Let us now consider the lower-bound on logical Vulnerabil-

D. MultiTree lower-bound on/V? ity WX, Interestingly, it is relatively easy to achieve” = 0;

Consider nowM ultiTree. This scenario has also some spethis is straightforward fod/ultiTree with ¢,,,, = oc. This
cific features that can be exploited when lower-boundivigg  implies that there exist no simple general lower-bound'gh
For example, in Fig. 3a (bottom), the set of effective accek®owever, theSingleGraph (and SingleTree) technique is
links of destinationu is empty E%,.(u) = (). However, under less effective and usually resultsi* > 0 that can be lower-
MultiTree with FEC(3,2), for any topologyG* either ¢? bounded as follows:
or ¢ must be a critical IP link ofu. Therefore in this case Theorem 4 §ingleGraph lower-bound for\*): For
W (u) > |E2,.(s)|+1, which improves by 1 the bound in (8).SingleGraph we have

More generally, for each destination nodeonsider all the N 1
IP paths{M (¢") : ¢* € E™(v)}, i.e., mappings of all incom- wh = m(|V| = [Ymaz| V1] = [bmaz(s)])-  (14)
ing overlay edges of. Denote byg(v, i) the total number of
different IP links on these paths exacilyiops away fromy. Proof o _

By convention, ifi exceeds the lengting c o () M ()] There_are at Iea$V_| - Um;w'VU destinations with on_ly one
of the shortest of the paths theffv, i) = oo. In Fig. 3 we incoming overlay_llnk m_C_Jl. For each of thes_e destlnat_lons
haveq(u, 1) = |{e?, f4}| = 2 and q(u, 2) = 3. For sources its dlrect_parent is a critical node, unless this parent & th
the termg(s, ) is defined analogously, except that now w&0Urces itself. As s can have at mostbn..(s)] children,
considerE“ (s), i.e., all overlay edges i?* outgoing froms.  tnere are at leagtV'| — [ymaz|V|] — [bmaz(s)]) destinations
Now we can state the following. with |C*(v)| > 1. This implies (14). [
Theorem 3 JLultiTree lower-bound forA?): For

MultiTree protection technique with FEC(n,k) we have Obviously, Theorem 4 holds also faf... = 0, i.e., for the

SingleTree technique.

LM (sw
we > Z b'z(: " 1 fn/q(e.i]>n—k} +1{[n/q(0.i)]>n—k} - .APPE-NDIXCZ SPEI?DING—UP THE-HEURISTIC o
veVr =1 In this section we describe two techniques we used to signif-
(12) icantly speed-up the heuristic. First, we propose a Beliman
Ford-based algorithm that efficiently finds the critical com
Proof of Theorem 3 [MultiTree lower-bound forV?]: ponents and calculates Vulnerabilit?. Second, we give
Let G} = {G),..., G}, G = (VNU{s}, B)), |E}| = [V*| g useful theorem that allows us to evaluate the effect of a

be a system that uses thiéultiTree redundancy technique. ionology change without actually recalculating?.
There areq(v,4) different IP links on all the|V*| IP paths

incoming tov and i hops away fromv. At the same time, F. Computation of critical elements fa@#} € G*

there are exactly. overlay edges in the syste@* that lead A naive approach to find the critical IP links i C G

to v. Therefore, at least one IP link® of the q(’U,Z) links is to consider each IP link? c E® (Separate|y)’ hide all
must be traversed by at leasir ;| of these overlay edges.the overlay edges using’ and run Dijkstra on the resulting
Thus a single failure oé? results in a loss of at Iea$tq(2—,i)1 graph. This amounts to running Dijkst[&?| times for every
FEC packets. So if ;7551 > n — k then the original source G} C G, Typically |E?| is large and this approach is quite
packet cannot be recovered and ttils hop becomes critical costly, because the heuristic involves numerous evalsitd
for v and W?(v) is incremented by 1. Therefor&)?(v) is the objective function (i.e., vulnerability).

not smaller thany_:*, L{tn/q(v,i)1>n—k}- At the same time  Fortunately, there exist better solutions. We proposegaral
all critical elements of the source are also critical forv, rithm that computes all critical elements in a given disttibn
SOW?(v) = 377 1i[n/q(s,i)]>n—k}- These two sums can begraph G} = (V* U {s},E}) € G. It is inspired by the
combined, but we need to guarantee that no critical elemd#liman-Ford distance vector routing protocol, but there a
is counted twice - on the sides of bothand s. We achieve three main differences. First, we consider one traffic smdrc
this by running these sums up to at most half of the length ohly and many destinationg*. Second, every node ¢ V*
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learns the minimal distandeom s to v, not fromu to s. Third, forall ve VA do

and most important, our algorithm investigates some aututi ty(*) —

properties of the discovered paths, i.e., the network eftsne/ < 0 t ) « 0 {lterationj = 0}
that these paths avoid. Clearly, if no path freno v shorter for j <110 V| do

A iteratior
thant,,.. avoids an IP linke? thene? is a critical element of B} — {(“vw) € E} : v was updated at iteratiofi—1}
v. if E{ ¢ then return

forall e = (v,w) € E! do
if t,(e?) < t,(e?)+delay(e) forall e? € DOM (t,,)

1) Basic version:Every logical nodey € V*U{s} stores a then continue {Speed-up
functiont, : E¢ — R defined for all IP linkse® € E?. t,(e?) forall e® € M(e) do
is the delay on the (so far) shortest path, that avoidse?. tw(e?) — ty(e?)
If no such path exists (or was found so far) thefe?) = co. forall e? € DOM(t,)U DOM( )\ M(e) \ {}
Initially #,(e?) = oo for all e? € E¢ andv € V. In contrast do t,,(e?) « min(ty (e?), to(e?)+delay(e))
ts(e?) = 0 for everye?. There arelV?| iterations. At every tw (%) — min(ty (x), tu(x)+delay(e))
iteration, for every overlay edge = (v, w) € E} we update forall e? € DOM(t,,) do
update the function,, for target nodew. This means that at if ,(¢?) = t,(x) then undefine(t,(e?))

jth iteration we find all paths that ugehops. The very basic
algorithm is as follows:
G. Useful theoretical result

Second, based on the knowledge of the critical element
in the current distribution grapl}, it is often possible to

1 forall ¢ € E? do evaluate the effect of a topology change without actually
2 forall v e V* do recalculating vulnerability, as follows. Denote by(e?) the

3 to(e?) < o0 delay on the shortest path @& from s to v that avoidse?. If

4 ty(e”)=0 no such path exists thep(e?) = co. (Findingt, (¢?) does not

5 for j — 1to [V} do introduce any overhead because it must be implicitly coegbut
6 forall e = (v,w) € B} do during the computation ofV?.) We can prove that:

7 fora_lll e? ¢ M(e) do Theorem 5 (Effects of edge change on critical elements):
g if t,(e?) > t,(e?) +delay(e) then Deleting an overlay link* = (v,w) € E} will not change

tw(e?) — to(e?)+delay(e) the configuration of critical elements i if for all ¢* ¢

M (v, w) we havet,(e?) +ta > t,(e?) or t,(e?) = co. And

conversely, adding a new overlay link = (v,w) ¢ E} may

decrease the number of critical elementsGh only if there

existse? ¢ M (v, w) such thatt,(e?) +ta < ty(e?).

Proof of Theorem 5 [Effects of edge change on critical

elements]:

First we prove the part of this theorem that speaks about-dele

ing the edgee = (v, w). Assume that for ale? ¢ M (v, w)

we havet, (e?) + t. > t,(e?) or t,(e?) = co. Consider the

2) More efficient implementationin practice there are shortest_—deld?y overlay pathP (s, w, e?) from¢sourc§s o w

many possible improvements. First, nodes do not have tavoids? in |ts¢mapp|ng. FOT e_very_ﬁ € 5% we wil S_hOW
store full tables. Let initially the domaiOM (t,) of ¢, be thate ¢ SP(s,w, ”). We can distinguish three cases:
empty and change dynamically as follows. lgte?®) «— t,,c. 1) e? € M(e). Then trivially e ¢ SP(s,w, ¢?), because by
adde? to DOM (t,) (if it was not there yet) and set (¢?) to definition SP(s, w, e?) avoidse?.
valuet,ey. Let unde fine(t,(e?)) deletee? from DOM(t,).  2) ¢ & M(e) andt,(e?) = co. The latter says that every
Finally, let +’ be a default element that covers all elements ~ Path froms to v traversese”. So every overlay path
currently not inDOM (t,), i.e., t,(e?) returnst,(x) for all that containg: = (v, w) must traverse? too, yielding
¢® ¢ DOM(t,). Second, in line 6 we may take only those ¢ & SP(s,w,e”) again.
edges whose source nodes were updated at the previoud ¢ & M(e) andt,(e?) +te > t,(e?). In this case there
iteration. Moreover, if there are no such edges then we €Xists paths froms to w that containe and avoide?.
can terminate the algorithm. Third, every value of delay  But, because,(e?) +t. > t,(e?), none of these paths
larger thant,,., can be interpreted aso. With these three can be shortest, and thusz SP(s, w, e?).
improvements the algorithm performs much faster and can As for everye? we have shown that ¢ SP(s,w,e?), the
stated as follows: deletion of e will not change the shortest paths fromto
w avoidinge®. So the critical elements af do not change.




This can be easily extended to every other nede V?,
because ife belonged toSP(s,v,e?) then just aftere the
path SP(s, v, e?) would traverse nodev. But we know that
e & SP(s,w,e®), which leads to contradiction.

The second part of this theorem (adding an edge) we can
easily prove by contradiction, reusing the arguments above
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